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ROADMAP FOR TODAY 

INITIAL THOUGHTS 

QUICK RECAP OF THE THREAT 

SOME IMMEDIATE 
RECOMMENDATIONS 



EXTRAORDINARY PROBLEM: GROWING EXPONENTIALLY 



THE DATA BREACH WORLD 



ALPHABET SOUP 
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LAWS & REGULATIONS 
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HACKING:  
THE GOOD OLD DAYS 



• State-sponsored and Industrial 
Espionage 

• Theft of IP, Emails 

• Leaks of Confidential Information 

• Lost Laptops, Servers, Backup Tapes 

• Unauthorized Access, Clandestine 
Malware 

• Cyber-extortion  

• Insider Trading 

• Hacktivism 

• DOS (much easier) 

TODAY’S DATA BREACHES 

http://sfcentral/Marketing/Images1/DSC_0014.jpg
http://sfcentral/Marketing/Images1/DSC_0009.jpg
http://sfcentral/Marketing/Images1/DSC_0127.jpg


Financial Info 

Intellectual Property 

Logons/Passwords 

Emails 

TODAY’S TARGETS 

Shoot First, 
Ask Questions Later 

Embarrassing Info 

https://www.google.com/url?q=http://www.pcworld.com/article/2089244/the-25-worst-passwords-of-2013-password-gets-dethroned.html&sa=U&ei=Ucl9U-2VJ8eiqAbiq4G4BQ&ved=0CDgQ9QEwBQ&usg=AFQjCNEffUi5D1EmpOp_yvOjAS5eqzAv1Q
https://www.google.com/url?q=https://forum.lowyat.net/topic/1818196/all&sa=U&ei=qst9U6SSI5COqAak44DoDQ&ved=0CDgQ9QEwBQ&usg=AFQjCNHrz_tzlZ2Dx0Si2wjUrPUm-QaIpg


NEW ATTACK VECTORS AND PATHWAYS 

Law 
Firms 

Other  
3rd Party 
Vendors 
  

  

Cloud 
Storage 
Firms 



POLLING QUESTION #1  
(CPE REQUIREMENT) 

My company is well-prepared to defend 
against cyber-attacks:  
1) Strongly Agree 
2) Agree 
3) Disagree 
4) Strongly Disagree 



FOUR ADVERSARY CLASSIFICATIONS: 
STATE SPONSORED 



FOUR ADVERSARY CLASSIFICATIONS: 
ORGANIZED CRIME 



FOUR ADVERSARY CLASSIFICATIONS: 
HACTIVISTS 

 
 



FOUR ADVERSARY CLASSIFICATIONS: 
INTERNAL THREAT 



BLENDED ATTACK TACTICS 

Stealth Attacks 

False Flag Ops to 
Gather Intel 

Target 
Communications and 

Infrastructure 





CYBER RISK MANAGEMENT 



Typical Considerations 
Governance, Compliance and Risk 

Strategies 

    Security vs. Operations 

  Incident Response and Detection 

Data Loss Prevention and 
Vulnerability Management  

Data Categorization and 
Enumeration 

Identity and Access Management  



Tool Based Strategy? 

Technical 
Controls Operations Governance 

Tool Based Strategy?   

Most Data Breaches Occur Based Upon This Strategy!  



Tool Based Strategy? 

Technical 
Controls Operations Governance 

Tool Based Strategy?   



Technical 
Controls Operations Governance 

Most EFFECTIVE Strategy to Mitigate Risk 
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TOP DOWN COMMITMENT? 



Limitations of Internal 
Resources 



FLEXIBLE IT SECURITY BUDGETING 
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INCIDENT RESPONSE PLAN 



Response Team Components 

IT Security Legal 

Crisis 
Communications Forensic Experts Outside Counsel 



INCIDENT RESPONSE FIRM  
ON SPEED DIAL 



INCIDENT RESPONSE  
REPORTING LINES 



DATA MAPPING 



Locate Sensitive/Regulated Data/Key Assets?  

Intellectual  
Property 

Creation 

Transmission 

Reproduction 

Physical 
Transport 

Storage 

Disposal 
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ORG CHARTS 



TRAINING PROGRAMS 



DRILLS & TABLE-TOP EXERCISES 



POLLING QUESTION #2  
(CPE REQUIREMENT) 

My company has a difficult time hiring 
skilled cybersecurity personnel:  
1) Agree 
2) Disagree 
3) Don’t Know 



PERSONNEL CONTINUITY 
BUDGET FOR RECRUITMENT, HIRING & 

RETENTION 
 



BUSINESS CONTINUITY PLAN 



POLLING QUESTION #3  
(CPE REQUIREMENT) 

My Company undergoes pen testing:  
1) Annually 
2) Occasionally 
3) Has Done so Once or Twice 
4) Don’t Know 
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PENETRATION TESTING/RISK 
ASSESSMENTS  



3RD PARTY DUE DILIGENCE 



INEXORABLY LINKED TO CYBERSECURITY 
 

People 
Insiders: background checks 
Outsiders: sign-in 

Places 
Video surveillance 
Keycard access 

Things 
Off-site storage 
Old data disposal 

PHYSICAL SECURITY 



DOCUMENT YOUR PREPARATION EFFORTS 



LAW ENFORCEMENT LIAISON 
PRE-BREACH 



STAY CURRENT 



POLLING QUESTION #4  
(CPE REQUIREMENT) 

My company has cyber insurance:  
1) Agree 
2) Disagree 
3) Don’t Know 





 To Transfer Unmitigated & Unwanted risks 
 To Fill Gaps not Currently Covered 
 To Reduce Risk of Financial & Other Losses 
 CGL May Be Inadequate 
 

 

CYBER INSURANCE: WHY? 



 Market is immature and evolving 
 50+ insurance companies offering 
 No standard policy language 
 

 

CYBER INSURANCE PHENOMENON 



CYBER INSURANCE/D&O INSURANCE 



 Wachtell February 14, 2017 Report 
 Critical aspect of board’s risk oversight role 
 Increased expectation of engagement 
 Key aspect of risk appetite framework 
 

 

CYBER INSURANCE: BOARD OF DIRECTORS 



 Like car insurance . . .  
 What kind of car? 
 Who is the driver? 
 How many miles per week? 
 What is the deductible? 
 What are the coverage limits? 
 What is the state of cybersecurity? 

 
 

 

CYBER INSURANCE COST 



CYBER INSURANCE DILIGENCE 



SOME DETAILS . . .  
 How much can your company afford? 
 What type of coverage is needed (Liability? 

Breach response? Fines and penalties?)  
 What triggers coverage (Stolen laptop or flash 

drive?  APT? Cloud data?) 
  Exclusions? 
 Type of data covered (Public? IP?)  
 Selection of legal/forensic team (Who 

chooses? Panel?) 
 Notification/ID Monitoring 
 

 



58 

CYBER EXTORTION/TERRORISM 



VIGOROUS UNDERWRITING PROCESS 



Request “Retroactive” Coverage for Prior, 
Unknown Breaches 



CYBER INSURANCE BATTLEGROUND ISSUES 
 Security Requirements (no standard) 
 Act of War and Terrorism Exclusions 
 3rd Party Acts and Omissions (e.g. cloud) 
 Statutory Damages Coverage (per violation) 
 

 



COUNSEL AS QUARTERBACK 



TYPES OF LITIGATION 
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Litigation 

Class 
Action 
(MDL) 

Privacy/ 

Lookbacks 

Insurance 
Vendors 
& Other 

3rd Parties 

Securities 
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SOME LEGAL QUESTIONS 
Did an unauthorized party: 

 Access 
 Acquire 
 Misuse 
 Disclose PII/PHI  

Does investigation show:  
 Material compromise 
 Actual loss or injury to consumer 
 Material risk of ID theft or fraud 
 Significant risk of financial, reputational, other harm 



65 

WHO NEEDS NOTICE OR UPDATES? 
VICTIMS, BOARD, REGULATORS, BOARD, LAW 

ENFORCEMENT, INSURANCE CARRIERS, SUPPLIERS, 
EMPLOYEES, PUBLIC, INTERNAL TEAM?  WHEN?  

WHAT IS COVERED BY PRIVILEGE? 
REPORTS OF INVESTIGATION?  
DOCUMENTATION FOR INSURANCE COMPANY?  
ALLOW FBI APPLIANCE ATTACH?  PROVIDE 

SYSTEM/IOC COPIES TO LAW ENFORCEMENT?  

SOME LEGAL QUESTIONS 



  jason.smolanoff@kroll.com john@johnreedstark.com 
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