
Information Security
Best Practices



DISCLAIMER

The purpose of this session is to provide helpful information on the subject 
matter covered. It is offered with the understanding that Pinnacle Bank 
(“Pinnacle”) is not rendering any type of professional advice and is simply 
providing resources of what to consider.  You should additionally seek the 
services of a competent professional regarding your personal situation.

The information provided is intended to offer general tips on security issues 
and social engineering scenarios.  Pinnacle does not guarantee the 
effectiveness of these tips in preventing security threats.  Clients are 
encouraged to stay vigilant and regularly update and assess its security 
measures.  Clients are encouraged to independently verify the best security 
practices for its individual companies and businesses and implement best 
practices for security its environment and networks and training from a 
professional in the security and vulnerability management profession.

Use of the information provided is educational and informational. Pinnacle 
shall not be held liable or responsible for any losses due to client’s failure to 
adhere to any type of security practices.  



• 43% of cyber attacks target small businesses.

• 41% of small businesses fell victim to a cyber attack in 2023.

• Average cost of a data breach in 2023 $9.48M.

• 83% are not financially prepared to recover from an attack.

• Only 50% recovered their data.

• 27% of the time, hackers made additional demands for money.

• 1 in 323 emails sent to small businesses are malicious.

• 54% of small businesses don’t have a response plan.

• 50% of small and mid-sized businesses reported suffering at 

least one cyber attack in the last year.

• 60% of businesses close within 6 months of an attack.

Pinnacle Forum



Business Email Compromise Example



Business Email Compromise Example





Meet Hushpuppi



What are you protecting from?



Human Factor

• 95% of cybersecurity breaches are caused by human error.
• Weak passwords or poor password hygiene.
• Falling victim social engineering schemes.
• Rushing, making mistakes, taking shortcuts.

• Pain-In-The-Butt test. If it’s a pain, it’s probably worth doing.
• Avg. person has 240 online accts & reuses passwords 14 times.
• The bigger the company, the higher the risk.
• Require secure passwords and multi-factor authentication.

Human Factor



• Limit employee access to relevant files and areas (military).
• Restrict sensitive information to trusted, top-level employees, this 

includes online banking, wire transfers, credit cards, etc.
• Be on alert for unauthorized/unknown visitors.
• If possible, lock down USB ports.
• Limit contractor access, (Target $202MM).

Unauthorized Access



• Check Washing
• Documents left on desk, copier/printer or in recycle bucket.

• Client information
• Credit Card Statements

• Lock computer when walking away.
• Lost/stolen company laptops/phones (Use VDI).
• USB drives and file sharing sites.
• Disgruntled employees

Physical Theft



• Manipulation to divulge sensitive information or perform a task.
• Phishing- email attack vector for cyber criminals.

• “We changed banks. Please update our account info”.
• Smishing- text message attack vector for cyber criminals.

• CEO Fraud
• Vishing- voice attack vector for cyber criminals.

• Never rely on Caller-ID as proof of identity.
• Quishing- QR code attack redirecting victims to malicious websites or 

prompting them to download harmful content.
• Free Wi-Fi (Use VPN)

Social Engineering



Text Scam Examples

MSG from USPS
We are holding a package that 
needs to be delivered, due to an 
incorrect delivery address.
https://uspostalinfo.com/update

MSG from USPS
We are holding a package that 
needs to be delivered, due to 
insufficient postage.
https://uspostalinfo.com/update

Thank you for your recent visit to 
CVS. Please tell us how we did.
Complete the survey for a $50 
gift card.
https://cvssurvey.com/giftcard

https://uspostalinfo.com/update
https://uspostalinfo.com/update
https://uspostalinfo.com/update


Steps to Mitigate Risk

Start a Campaign
Teams must be formally 
trained and routinely 
reminded of:
• the significance of the 

threat
• your level of commitment
• the tasks they need to 

perform (turn on MFA, 
update their software) 
and avoiding phishing)

• recognizing social 
engineering schemes

• how to escalate 
suspicious activity

• new trends(USB charging)

1
Develop a Plan

What happens at the first 
sign of a cyber incident? Does 
everyone know what to do? 
Will they react without 
direction?  Consider:
• Select an external partner
• Create policies and proc. 

for access controls, 
acceptable use, etc.

• Roles for your team, incl. 
an incident manager

• Communication plan
• Document postmortem 

process (blameless)
• Routinely review the plan

2
Test your Team

Don’t wait until an event. 
Everyone needs to 
understand:
• Phishing Tests
• Stranger Danger
• Pop in to empty offices

• Locked PCs
• Documents

• Tailgating
• Tabletop Exercises
Building strong habits takes 
time. Practice blameless 
accountability. Correct bad 
behaviors, reward good 
behaviors and set goals.

3
Protect your Business

• Positive Pay with Payee 
Match.

• ACH Block and ACH Filter.
• Cyber insurance provides 

coverage that protects 
your business and you 
personally against 
damages in the event of a 
cyberattack. It can also 
provide coverage that 
protects your business 
against damages incurred 
by clients, vendors and 
others.

4





Use Independent Resources
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Most Abused Brands? 

•Microsoft (30M)
•Amazon (6.5M)
•DocuSign (3.6M)
•Google (2.6M)
•DHL (2M)
•Adobe (1.5M)

Don’t assume it is 
from them, even if it 

has their logo 
(including Pinnacle)!

www.pinnacle.com
www.pinnacIe.com



What to look for?

Read

Click

Clues

Focus on the emails with links and attachments.
• Does the email create a sense of urgency?
• Should this have gone to my personal email?
• Spelling/grammar errors; CAPS, !!; formatting inconsistencies?
• Examine the link by hovering. Seem sketchy? This is a safe link.
• Trust your gut!

http://www.stealmymoneyanddata.com/
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